3GPP TSG SA WG3 (Security) Meeting #95
S3-191248
6 – 10 May 2019, Reno (US)
revision S3-19abcd
Source:
Huawei, Hisilicon
Title:
EDT UL UP integrity protection for multiple PDCP PDUs
Document for:
Endorsement
Agenda Item:
8.6
1
Decision/action requested

This proposal present ways to handle EDT UP IP with multiple PDCP PDUs & request SA3 endorsement
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Rationale

Currently solution#4 does not provide a mechanism for UL UP IP while sending EDT UL UP data during RRC Resume procedure. Proposal [4] updates solution#4 to enable EDT UL UP integrity protection by protecting the HASH value of the UL PDCP PDUs by the ResumeMAC-I token. 

The solution for protecting the Hash of the UL UP PDCP PDU is straight forward when the UE is sending a single PDCP PDU. However, when the UE has multiple PDCP PDUs to be sent during the RRC Resume procedure, then a mechanism is needed to allow the UE and the old gNB to be in synch while protecting the HASHes of these multiple PDCP PDUs. This paper provide the details of the following three mechanism which allow the above objective and enable the UE and the old gNB to always be in synch while protecting the EDT UL UP PDCP PDUs during the RRC Resume procedure.

1. XOR Commutative: Use XOR commutative property to calculate a single value for multiple PDCP PDU hashes.

2. Predefined Order: Use predefined order of the PDCP PDUs that is always used by the UE and the old gNB

3. UE Communicate Order: UE to communicate the order of PDCP PDUs Hashes for calculating ResumeMAC-I. 

3.1 XOR Commutative Property
During SA3#94 some security concern was raised against the utilization of XOR in calculating a single value from the Hashes of multiple PDCP PDUs. Some comment was made to have a detailed security analysis of XOR properties and make sure that what XOR is being used for in this proposal does not have any security vulnerabilities.

It has been well documented that there are four major properties of XOR which can briefly being listed as follows (Symbol ⊕ is being used to reference XOR):

1. Commutative: A ⊕ B = B ⊕ A 

This is the most important property for the proposed solution as it is a powerful tool which does not depend on the order of the two inputs. In other words, this is exactly the feature that the proposed solution require. It does not matter whether the UE and the old gNB use the same order of the Hashes of the multiple PDCP PDUs. Each node can utilize the XOR commutative property to calculate the same single value of the multiple PDCP PDUs hashes and use that as an input to the ResumeMAC-Input.

2. Associative: A ⊕ ( B ⊕ C ) = ( A ⊕ B ) ⊕ C 

This property could also be used when the UE has more than two PDCP PDUs. It also emphasizes that the order of the PDCP PDUs hashes not necessarily need to be communicated to the old gNB.
3. Identity element: A ⊕ 0 = A 

This feature is NOT being used with the proposed solution and it does not have any security vulnerabilities impact on the proposed solution. That is because no PDCP PDU will ever has the value of all zeroes.

4. Self-inverse: A ⊕ A = 0 

This property is the most critical property from security prospective with respect to the proposed solution. In other words, If the UE is transmitting one PDCP PDU (B) an attacker can possibly be able to add two identical PDCP PDUs (A) and (A) to the UL PDCP PDU (B) and when received by the old gNB, the old gNB calculate the XOR of the Hashes of the three PDCP PDUs, the ResumeMAC-I will still correctly be validated because of the following:

 B ⊕ (A ⊕ A) = B
Although, mathematically that attack is possible, however, for the case this property is being used, it is impossible for this attack to succeed for the following reasons:
As per PDCP specification [5], whenever the gNB receive a duplicate PDCP PDUs, the gNB will drop one of the duplicate PDCP PDUs. Thus, the old gNB will calculate the following:

B ⊕ A = A ⊕ B; but it will never be equal “B”; thus ResumeMAC-I validation will fail.

5. XOR Collision 

Assuming the user data is PDCP PDU(1) = ‘A’ and PDCP PDU(2) = B, a collision using XOR can be described as:

Is it possible to find, C, D, and E, where the following is TRUE:

Hash (C) ⊕ Hash (D) ⊕ Hash (E) = 0,
where C ≠ D ≠ E
Although the above mathematical condition is very difficult but for sure it is more probable than the following mathematical condition for the case of NOT using XOR but use predefined PDCP PDUs order based on DRB-ID and SN, which is:
Is it possible to find the following?

A’ & B’ where:

Hash (A’) = Hash (A) & Hash (B’) = Hash (B)

Which is basically the default collision criteria for the hash function itself.

It is quite clear that using XOR probably introduce a more possible collision criteria than the case of using predefined order of the PDCP PDUs.
Conclusion No. 1: 

Although, XOR Commutative property is advantageous for protecting multiple PDCP PDUs as it does not require the UE and the old gNB to follow the same order of PDCP PDUs Hashes. However, XOR introduce a weaker condition for collision than the case of using the Hash of PDCP PDU directly as an input parameter to the ResumeMAC-Input.

3.2 Predefined PDCP PDUs order
Each UL UP data is communicated on a specific channel which maps to the DRB-ID and each PDCP PDU has a Sequence Number (SN) that is unique with respect to the SN of all PDCP PDUs. Therefore, if we allow the UE and the gNB to use a hardcoded predefined rule which states that the Hashes of the PDCP PDUs are used as inputs to the ResumeMAC-Input in an incremental order of the DRB-ID and then the SN, then the following will happen:

The UE will calculate the Hash of each PDCP PDU and inform the RRC layer. When the RRC layer calculate the ResumeMAC-I, it follow the above rule when inserting these hashes in the ResumeMAC-Input. This could work but somewhat more restrictive than the XOR Commutative feature proposal.
Conclusion No. 2: 

Although, predefined PDCP PDUs order is a rigid hardcoded rule but it work without introducing any collision weakness.

3.3 UE communicate PDCP PDUs order
This mechanism unnecessarily require the UE to communicate the order of the PDCP PDUs to the old gNB in the RRCResumeRequest message. Not only this option has an impact on the RRCResumeRequest message content but also on the Xn-AP as the included PDCP PDUs order needs to be communicated to the old gNB to be able to validate the ResumeMAC-I.

Conclusion No. 3: 

Unnecessarily the UE need to communicate PDCP PDUs order in the RRCResumeRequest message and consequently an additional impact on Xn-AP interface for communicating the PDCP PDU orders to the gNB from the new gNB.
SA3 is kindly requested to endorse the proposed conclusion No. 2 and adopt contribution [1] which implement the conclusion.
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Detailed proposal
SA3 is kindly requested to endorse Conclusion No. 2 as the best approach to handle the EDT UP IP for multiple PDCP PDUs and approve the implementation of this proposal in [4].
